IN THE DISTRICT COURT ) No. 1317 of 2002
OF WESTERN AUSTRALIA )
HELD AT PERTH )

BETWEEN:

THE WHICH COMPANY PTY LTD

ACN 091 728 620
FILED
trading as T3 DIRECT _ 9 JUL 2002 Plaintiff
) NP AEOSTRY,
- an -
JOSEPH JOHN MCNICOL Defendant

AFFIDAVIT OF WAYNE MANSFIELD

Date of Document  : 94'64 July 2002
Date of Filing : 329@4 July 2002
Filed on behalf of : . The Plaintiff
Prepared by:

TAN & TAN

Barristers & Solicitors

Sth Floor Tel: 9221 2888

326 Hay Street Fax: 9325 3710

PERTH WA 6000 Ref: RT:T3 DIRECT/(2



I, Wayne Mansfield, of care of Level 1/42 Wickham Street, East Perth in the State of
Waestern Australia, Director, being duly sworn MAKE OATH and say as follows:

1. T am the director of the Plaintiff Company and I have actual knowledge of the
matters sworn herein unless stated otherwise. I am authorised by the Plaintiff to
swear this affidavit on the Plaintiff’s behalf. All the statements made herein are
true to the best of my knowledge. Where I have relied on information obtained

from others, I believe that information to be true.

2. The Plaintiff is a proprietary limited company that is registered in the State of
Western Australia dealing in the business of email and direct marketing. The

company was registered on March 21 2600.

3. The business of the company is :

(a) Direct marketing of various products and services for clients and also as a
principal. The services offered include web page design, web page hosting,
seminar promotion, direct email sending, client list management and other
services to enhance the effectiveness of the marketing of vatious clients on
the internet.

(b) The promotion and staging of various business education seminars in all
major cities of Australia. These seminars are promoted by direct marketing

using fax, mail, television, newspaper, post and email.

4. A major part of the Plaintiff’s income stream is derived from service contracts with
their clients for the sending of email information on behalf of the Plaintiff

Company’s clients by way of direct marketing. Examples of the service contracts

include:

(a) the production of web marketing sites for clients that promote the clients

// businesses and make available the facility for prospective customers to
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place orders over the internet for the products and services on offer from the
client.

(b) Creation and maintenance of databases for the clients of their current
customers.

(c) Creation and maintenance of databases of prospective customers of the
client from enquiries and other information obtained by the client.

(d) Creation and maintenance of databases of prospective customers of our
clients who have entered competitions on the express terms of allowing the
promoter of the competition, the client of the Plaintiff Company, to send
promotional material by email to each person who enters the competition.

(e) On a regular basis, the creation of a newsletter that is delivered by email to

the people in the databases mentioned in points 4 (a), (b), {c) & (d).

5. The actions by the Defendant has damaged this section of our business from being
carried out. The damage is caused by the Plaintiff Company:
(a) being prevented from sending and receiving email correspondences through
the internet on behalf of their clients,

(b) The Plaintiff Company is effectively blocked from using the internet to conduct

o the services listed in paragraph 4.

6. The activities desctibed in sections 4 (a), (b), (c), (d) and (e) do not in anyway
contravene any acceptable use policy of any of the Plaintiff’s Internet Suppliers
who have now withdrawn the.ir services due to the unfounded and malicious action
of the Defendant. As an example, I annex herewith and marked as “WM 1

a copy of the acceptable use policy of Swiftel.

7. Then Plaintiff Company previously received information regarding a complaint
from Rcynolds Technology to Swiftel. Swiftel’s response to Reynolds Technelogy

ing that we have not breached the acceptable use policy is annexed
rewith and marked as “WM?2",
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8.

The Plaintiff Company does not deny that they do send bulk unsolicited email as
part of their business. It does deny that any unsolicited emails have been sent
through the services provided by Swiftel and Webcentral whose services are
subjected to the imposition of blocks caused by the actions of the Defendant. The
services provided by Swiftel and Webcentral have been terminated due to the
actions of the Defendant both before and subsequent to the commencement of this
action. I annex herewith and marked as “WM3” a copy of the correspondence from

Swiftel’s lawyers dated 10 June 2002.

The Plaintiff had, in its own right, the exclusive use of various ranges of Internet
protocol numbers and had additionally been provided with the exclusive use of
various ranges of Internet protocol numbers by Asia Pacific Network Information
Centre (“APNIC”) (an international telecommunication body established for the

purpose of allocating IP ranges) Swiftel and Webcentral. These ranges include, but

are not limited to the following:

(a) t3direct.com.au A 202.139.241.136
(b) t3direct.com.au A 203.55.16.244
(d) t3direct.com.au A 202.154.73.131
(e) t3direct.com.au A 203.55.16.10
() t3direct.com.an A 203.55.16.14
(z) t3direct.comau A 203.55.16.15
(h) t3direct.com.au A 203.55.16.123
i t3direct.com.au A 203.55.16.120
') t3direct.com.au A 203.55.16.121
)] t3direct.com.au A 203.55.16.101
(m) t3direct.com.au MX 50 titan.t3direct.com.au
(n) t3direct.com.an MX 75 iapetus.t3direct.com.au
iapetus.t3direct.com.au
t3direct.com.au NS titan.t3direct.com.au




®)

t3direct.com.au NS iapetus.t3direct.com.au

Internet Protocol numbers are communication numbers required to give

access to the internet and to allow various people and websites to

communicate.

10.

The Defendant is the registered owner of an internet domain named
www.vigts.com and has the right to use an email address entitled joev@vtgts.com.

I annex herewith and marked as “WM4” a webpage evidencing the registration of

- that right.

11.

12,

13.

The Defendant has repeatedly affirmed that he, Joe McNicol is the sole owner of

www.vigts.com. He has made this statement in the newsgroups, on his website and

in the media since receiving the original writ. I attach herewith and marked as
“WM 5” some of the newsgroups articles and websites extracts wherein the

Defendant confirms that he has control of www.vigts.com.

On or about the 20" May 2002 the Defendant caused to be sent to an organisation
named SPAM PREVENTION EARLY WARNING SYSTEM (“SPEWS”) an
unfounded complaint that the Plaintiff Company had been sending Unsolicited
Bulk Email from the IP Ranges, as detailed in Paragraph 9 of this affidavit. As
stated the Plaintiff Company had exclusive use of the said IP ranges in its own right

or by having leased that right from Swiftel and Webcentral.

SPEWS is a non profit organisation that maintains a list of internet addresses for
the purpose of blocking and or filtering email to addresses located on the internet,
SPEWS has a list of subscribing internet service providers who adopt the policies
of SPEWS for their personal regulation of internet correspondences. Such personal

regulation has no basis in law. I annex herewith and marked as “WM 6” a FAQs
the SPEWS website.



14. SPEWS is an anonymous body that compiles a list of websites and their IP
numbers that, in SPEW’S sole discretion, are individuals or companies that offend
their arbitrary rules of conduct on the Internet. Offending behaviour can range from
sending of e-mails, hosting of websites that sell software for teaching, assisting or
facilitating the sending of e-mails to being an organisation that supplies web and

Internet facilities to someone who benefits from the sending of e-mails.

15. The term “spamming” is commonly used to identify the actions that are considered
to be in contravention of SPEWS’s arbritary code of conduct. There are no
facilities for challenging any unfounded allegations of “spamming” which are
posted in the postings. There are also no avenues of challenging SPEWS where
SPEWS has considered any entity as having breached their arbitrary rules of

conduct. The SPEWS website basically acts as policeman, judge and executioner.

16. Internet Services providers (“ISP”) can subscribe to SPEWS, along with other such .

services, to check for Internet sites that are deemed to be in contravention of

SPEWS rules. Whilst the number of ISP that subscribe is not numerically great,

= and usually does not include the major ISP’s, there are enough ISP’s that subscribe
to the service to make the listing in the SPEWS’ site, a major hindrance to anyone

supplying services to web addresses listed.

17. The complaints to SPEWS by the Defendant were unfounded in that the Plaintiff
Company uses the IP ranges stated in paragraph 9 for the sole purpose of sending
correspondences to readers who have agreed to receive email correspondences
from the Plaintiff Company and or their clients. The Plaintiff Company has never
sent Unsolicited Bulk Email from the said IP Ranges listed in paragraph 9 hereto. I
annex herewith and marked as “WM 7 ” an example of a client who has requested

to be included in the mailing list. The name is blanked according to the Privacy
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18.

19.

20.

21.

The look up record of the unfounded complaint lodged by the Defendant is No. §
1488 as viewed on the webpage of hitp://spews.org/ask.cgi?x+ S1488. The look up
record is annexed herewith and marked as “WM 8". It is dated 22 May 2002 and
the only reference source identifies the www.vgts.com/auspam.htm. I refer to the
exhibit as the 1st SPEWS listing.

I investigated and found a bit more information on the 1st SPEWS listing. I
discovered that the Defendant originally posted information on the following
newsgroups namely news.admin.net-abuse.email and alt.kill. spammers. The dates
of the postings was listed as 19 April 2002, 20 April 2002 and 19 May 2002
respectively. | annex herewith and marked as “WM 9” the said postings. I verily
believe that prior to the 1* SPEWS listing, the Defendant had been actively posting
his opinion and soliciting assistance from the newsgroups for the purpose of

damaging the business of the Plaintiff Company.

The consequence of such a posting is that if SPEWS accepted the posting, then the

IP ranges listed in the posting can be blocked by the internet service providers who
subscribe to SPEWS.

In the said posting, the Defendant provided the listing of
http://www.vtgs.com/auspam.htm and encouraged people to check the website of
Mark Reynolds at www.rts.com.au where all the technical details of T3Directs IP
services are listed. Mark Reynolds is a supporter of the Defendant. These details
have subsequently been super-imposed on the hitp://www.vtgs.com/auspam.htm
listing at the SPEWS data record S1488 to disguise where the first listing to
SPEWS came from. I refer to JJM 1 of the Mcnichol exhibit. The supporters of the
Defendant has since the commencement of the action created further data records
on the SPEWS website in an attempt to show that the Defendant was not the first
person to post information regarding the Plaintiff Company on the SPEWS
vebsite] 1 will refer to JIM 1 as the Disguised SPEWS posting.
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22. The Defendant sent the said unfounded complaint to SPEWS and has therefore
respectively procured, induced, incited, persuaded, encouraged, organised,
facilitated and/or advised SPEWS to post the Plaintiff’s range of Internet Protocol
numbers listed in paragraph 9 hereto for the purpose of having the said numbers
blocked with regards to the receipt and sending of email messages for subscribing

internet service providers of SPEWS.

23. The Defendant has caused the IP Range listed above to be included in the SPEWS
database by reason of the 51488 posting. It is common knowledge among persons
familiar with SPEWS that many small internet servers websites subscribe to email
blocking services such as SPEWS, SPAMHAUS and SPAMCOP. The Defendant
was aware that a significant number of small ISP’s use the SPEWS website to
decide which websites and email traffic they will allow or refuse access to their
systemss. That can be the only intention of the Defendant in having the Plaintiff
Company’s IP ranges listed in SPEWS.

24. Since the listing of the Plaintiff Company’s IP ranges by SPEWS, email from the
clients’ websites hosted at any of the IP numbers used by the Plaintiff Company has
= been blocked by any ISP that utilises the SPEWS lock up database. The ISPs
through SPEWS can decide to choose which sites are able to transfer business to
them. I refer to the FAQs from the SPEWS website.

25. The Defendant well knew at all times that the Plaintiff Company uses the internet
protocol numbers listed above which are leased from Internet Service Providers for
the purpose of performing the Plaintiff Company’s business. This is confirmed by
information stated in the Defendant’s website at www.vgls.com.au and which is
contained at exhibit JIM 2 of the Defendant’s affidavit. The information therein
links the Defendant's webpage to a webpage of Mark Reynolds where the list of TP
ranges listed in paragraph 9 hereto is outlined. Despite knowing and with the
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intention of causing the Plaintiff Company damage, the Defendant took the actions

that led to the listing of the Plaintiff Company’s IP ranges in the SPEWS database.

26. It can be shown that the Defendant has been posting messages to newsgroups back
as far as October 2000 and is well known in the newsgroups. Anyone with this
much experience would be aware of the processes that apply for corresponding
with SPEWS. Samples of his messages are annexed hereto and marked as "WM
10"

27. As an experienced news group user, McNicol would be aware that the only way to
communicate information to SPEWS is to list that information in the newsgroup

news.admin.net-abuse.cmail (NANAE). I again refer to the FAQs of SPEWS.

28. SPEWS website, www.spews.org in its frequently asked questions suggests that the
best way to communicate with them is by way of a posting to news.admin.net-
abuse.email (NANAE). I refer again to paragraph 13 hereto and the information in
regards to SPEWS.

29. I refer to Q47 at www.spews.org which states: Q47: I have a question that was not

answered above, how do I get an answer?
The answer at A47 states;

“As mentioned, SPEWS issues and further questions can be discussed in the forums

mentioned above. The newsgroup news.admin.net-abuse.email (NANAE) is a good

choice. ©

30. The Defendant knew or ought to have known that the posting of the Plaintiff
Company’s range of Internet Protocol numbers listed in paragraph 9 hereto by
SPWOMd result in the blocking of the Plaintiff Company’s right to use the

oy ,



31.

said IP ranges. The resulting effect is an interference of the Plaintiff Company’s

right to trade or do business in cyberspace.

I annex herewith and marked as “WM 11 ” an article that the Defendant published
on the website www.crickey.com. The article clearly states that it was the
Defendant’s main intent and purpose to have the activities in the sending of
unsolicited emails by T3Direct terminated. The intention of the Defendant is

clearly evident to anyone who gives the article even the most fleeting of reviews.

32. The actions of the Defendant to place the details contained on his web page

33.

34.

www.vigls.com/auspam.htm was designed to achieve the maximum possible
disruptien to the business activities of T3Direct. I refer to JJM 2 of the

Defendant’s affidavit.

The posting of the Plaintiff Company’s Internet Protocol numbers listed in
paragraph 9 hereto by SPEWS has resulted in the Plaintiff Company being
blacklisted by several Internet service providers. The Plaintiff Company is
therefore unable to provide the services it has undertaken to their clients. The
Plaintiff Company has therefore suffered loss and damage. I refer to the letter of
termination from Swiftel exhibited as "WM 3" annexed herewith and referred to in

paragraph 8 of my affidavit.

I also annex herewith and marked as “WM 12" a letter from Webcentral cancelling
our service agreement. The Plaintiff Company never used the Webcentral service
for sending or receiving email. The Plaintiff Company only used the Webcentral
site for the hosting of T3 Direct’s website. However despite not using the
Webcentral site for sending email, the Plaintiff has been asked to close down the
Webcentral site because Webcentral are afraid to have their upline disrupted as a

result of the SPEWS blacklist caused by the Defendant.
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35. By reason of the above actions by the Defendant the Plaintiff Company has been

prevented by the Defendant from properly conducting its normal business:

35.1.

35.2.

35.3.

35.4.

35.5.

Particulars

the Plaintiff has been prevented from maintaining the websites of its
clients OR maintaining the customer databases and OR sending and
OR receiving email correspondence to their clients who have
requested this information.

The Plaintiff has been prevented from sending email messages on
behalf of their clients to the clients’ subscriber list of email readers.
The Plaintiff has been prevented from sending direct marketipg
information to the customers of their clients.

The Plaintiff earns an average of $1,000 per day from this portion of
its business in fulfilling its contracted services on behalf of their
clients,

From the 22" May 2002, the Plaintiff was prevented from using the
aforesaid Internet Protocol numbers and therefore prevenied from

properly conducting the Plaintiff’s business.

36. Since the issue of the writ commencing this action the following has taken place:

36.1. Swiftel

(a) Swiftel have terminated the services of the Plaintiff Company
claiming the listing by SPEWS as the reason for acting, Previously,
Swiftel have stated in correspondence to Mark Reynolds of
rts.com.au that the actions of the Plaintiff Company did not
contravene any of the Acceptable Use Policy of Swiftel. They also
set out details of the laws that they thought Reynolds was

contravening when he was insisting that they (Swiftel ) terminate

T3Direct’s services.

/WW’OM o, .



(c) Each of nearly 40 client websites needed to be relocated to
alternative web hosting services. This required in each case the
payment of establishment fees, the re-delegation of DNS
services, the transfer of the data that formed the basis of the
website plus all the necessary mail server settings.

(d) This work incurred over 100 hours of additional work by the
staff of the Plaintiff Company which was in addition to the extra
work required to advise the clients of the changes involved.

(¢) None of these websites were involved in the sending of
unsolicited email and yet they were adversely effected by the
Defendants actions in having the previously mentioned IP ranges
listed in the SPEWS data record.

() Many of the Plantiff Company's clients have reported that they
have lost business because of email and other communications
blocks during the period of the disruption caused by the Swiftel

termination of the Plaintiff Company’s service agreement.

36.2. Webcentral,

(a) Webcentral, a major Australia hosting company based in
Queensland has withdrawn services to the Plaintiff Company
based on the fact that their “upline provider” would refuse them
services unless they terminated our contract. The upline provider
stated that SPEWS was black listing their services unless they
removed the Plaintiff Company.

(b) The alternate listing on other web hosting services has been

actively attacked by the Defendant and/or his supporters.
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36.3. High Speed Connection

(@  The Internet SDSL 1 meg both ways connection from our
Wickham Street office to the Internet, supplied by
RequestDSL by Swiftel has been terminated.

(b) Alternate connections have yet to be activated which has
compromised the ability of the Plaintiff Company to

perform its contracted services to various clients.
36.4. Webhosting

Websites previously hosted on a co-location service at Swiftel for $400 a

month in total have been relocated elsewhere at close to $3,000 a month extra,
36.5. Mailing

(a) Opt-in mail lists are currently being sent by dial up accounts which are

costing $250 a week.

(b) Mailing server reconnections in the US have so far incurred additional

expenses of $1,000 US and these will continue to accrue.

36.7. Clients (a) At this stage, we have lost one client who is a $5,000 a year
client. I am able to provide written confirmation to the Courts
regarding the termination but am unable to do so now for fear
that the production of such information will lead to the
Defendant’s suppotters contacting the client and making threats

against the client.

(ORPW
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(b) Two further clients are reviewing their arrangements. We
currently charge them $2,500 per month so the potential loss is

$60,000 in the next financial year.

37. The actions of the Defendant has caused the Plaintiff Company loss and damage.

The Plaintiff Company repeats the matters raised in paragraph 36 above. The best

particulars the Plaintiff Company is now able to give are as follows:

37.1.

37.2,

37.3.

37.4.

Particulars of Loss and Damage.
The Plaintiff Company had to replace the blocked or compromised
Internet Protocol numbers range at a cost of $14,000.00.
The Plaintiff Company had to employ technicians to set up an
alternative webhosting and mail delivery system at a time and labour
cost of 200 working hours at $190.00 per hour totalling $38,000.00.
The Plaintiff Company had to purchase a new server computer at a cost
of $5,000.00 to be located at the new service provider of web hosting
services.
The Plaintiff Company had to wait a period of 20 working days for the
allocation of a new appropriate internet connection by its existing
service provider which was at a loss of income of $1,000.00 per day
totalling $20,000.00. The installation charges of similar services as
provided by Swiftel and Webcentral. Also had to be paid for as an

additional cost. These set up costs could be as much as $5,000.

38. 1 verily believe that T have a very strong case based on the matters stated above.

The case centres around the Plaintiff Company’s rights to trade in an area of

commerce which is new and uncharted. My damage and loss suffered has been

more extensive then previously assessed. I verily believe that I may have to have

the claim moved to a higher court as the District Court monetary jurisdiction may

et
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have been exceeded. I am getting final figures and hope to produce the same as

soon as possible.

39. As far as I am aware there are no rules or law which have been breached by the
Plaintiff Company in the conduct of their legitimate business. The Defendant
through his actions involving SPEWS have caused damage to the legitimate

business of the Plaintiff Company.

40. 1 verily believe that such actions by the Defendant were intended to cause harm to
the Plaintiff Company. I also believe that based on the information provided hereto,
the Defendant bad reasonable belief that his actions would cause harm to the

business of the Plaintiff Company.

41. 1 verily believe that the issues are so important and complex that they can only be
decided after hearing oral evidence from all the parties. I verily believe that it
cannot be said that the Plaintiff Company’s claim is merely “frivolous or
vexatious”. There is a real question as to whether the rights of the Plaintiff

Company has been breached by the Defendant.

42. The Defendant claims he has a good defence to this action and seeks to have the
action struck out. I verily believe and I am informed by my counsel that the
Defendant can only succeed if he can prove there is no real question to be tried. I
verily believe that justice cannot be done for the Plaintiff Company without the

parties being given an opportunity to argue the matter at trial.

43, On the 30 May 2002 after the Writ was served on the Defendant my solicitors
received a letter from the Defendant’s solicitors seeking that the Statement of
Claim be struck out. My solicitors immediately consulted counsel, Mr Tony Aristei

for Zmopinion and the opinion was that the Statement of Claim should be amended
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to attempt to address some of the issues raised in the letter from the Defendant’s

salicitors.

44. My solicitors wrote to the Defendant’s solicitors on 4 June 2002 informing them
that an amendment to the Statement of Claim would be made and forwarded within

10 days. The Defendant’s solicitors responded by filing the Strike out Application.

45. Mr Aristei has been instructed and is in the process of amending the Statement of
Claim. I was advised by my solicitor to provide Mr Aristei with further instructions
to assist with the amendment of the Statement of Claim. However as a result of the
Defendant’s subsequent actions, I was prevented from immediately sending the

requested information to Mr Aristei.

46. Since the commencement of the Plaintiff’s action, the Defendant has done
everything possible to garner public support. The issues raised in this case is very

emotive as it deals with a matter which draws differing opinions from different

groups of internet users.

47. The Defendant has decided to publicise this case as much as possible to obtain
public sympathy and support. The Defendant has gone so far as to post on a
website managed by the Defendant’s lawyers, a plea for contribution towards a
fighting fund. The continued publicising of this case has drawn comments from

various groups all with the intent of forcing the Plaintiff to discontinue the action.

48. I verily believe that the Defendant through the support groups have encouraged the
disruption of the business activities of the Plaintiff Company by calling publicly
for protestors to attend various business activities of companies associated with the
Plaintiff Company. Details of this campaign of disruptive tactics can be viewed at

the website t3-mcnicols.ilaw.com. A copy of the said website is annexed herewith

d/marked as “WM 14 »,
























































































































































































































